MNEJATOI'AM OF UH®OPMAIIMOHHOM BE3ONNACHOCTH

Korna peusr 3axomutr o0 uHOpMalMOHHOW 0€30MAaCHOCTH, OOBIYHO MBI
HAaYMHAaEeM JymMaThb O KOMIBIOTEpaX, CETAX, MHTEpHETe W xakepax. Ho s
o0Opa3oBaTelbHOM cpefpl MpoljaeMa CTOUT LIUpPE: B OTPaXJACHUM YYalllerocs: OT
uHbOpMaIuU, KOTOpash MOXKET HETaTUBHO MOBIHATh Ha €ro (QopMHpOBaHUE
U pa3BHUTHE, TO €CTh O POMNAaraHje pa3TuIHON HAPABICHHOCTH.

IHonusitue nHPOPMALTMOHHOI 0€30IACHOCTH

[lon wuHoOpmManmoHHONW 0€30MaCHOCTHI0 MOHUMAETCS 3alIUIIEHHOCTD
MHPOPMAIIMOHHON  CHCTEMBbl  OT  CIYYallHOTO WM  TpeJHaMEpPEeHHOTO
BMEILIATENbCTBA, HAHOCALIEro ymepO BiajgenblaM WIM  HOJIb30BATEsIM
uH(OpMaIIH.

Ha mnpakThke BaKHEWITUMHU SIBISIIOTCS TPU acrekTa WHGOPMAIMOHHOU
0e30MMacHOCTH:
e JIOCTYITHOCTH (BO3MOXXHOCTH 3a Pa3yMHOE BpEMs IOJIYYUTh TPEOYEMYIO
UH(GOPMAIIMOHHYIO YCIIYTY);
e IICJOCTHOCTh (AKTYaJbHOCTh W HEMPOTUBOPEUYMBOCTH HWH(POPMAIIMH, €€
3aIUIIEHHOCTD OT Pa3pPYIICHUS U HECAaHKIIMOHUPOBAHHOTO W3MEHEHUS );
e  KOH(DHJICHIMAIBHOCTH (3aIUTa OT HECAHKIIMOHUPOBAHHOTO IIPOUYTCHUS ).

HapymeHI/I;I OOCTYIIHOCTH, OCJIOCTHOCTHU 141 KOH(l)I/I,IIGHHI/IaJILHOCTI/I
I/IH(l)OpMaHI/II/I MOI'YyT OBITH BBI3BAHBI Pas3’IndYHbIMU OITIACHBIMH BO3H€ﬁCTBHﬂMH Ha
I/IH(l)OpMaHI/IOHHLIG KOMIIBIOTCPHBIC CUCTCMBI.

OcHoBHBIE Yyrpo3bl HHGPOPMAIIMOHHOH 0€30MACHOCTH

CoBpemenHass UHpOpMAIIMOHHAS CUCTEMa TPECTaBIsET COOON CIOXKHYIO
CUCTEMY, COCTOSIIIYI0O M3 OOJBIIOTO YHCJIa KOMIIOHEHTOB Pa3IMYHOW CTEICHH
ABTOHOMHOCTH, KOTOpPBIE CBSI3aHBI MEXKIY COOON M OOMEHUBAIOTCS JaHHBIMH.
[IpakTuueckn  KaXAblii KOMIIOHEHT MOJET TOJBEPTHYTbCA  BHEIIHEMY
BO3JCUCTBUIO WM BBIUTH U3 CTpOs. KOMIOHEHTBI aBTOMaTU3UPOBAHHOU
WH(OPMAITMOHHON CUCTEMBI MOXKHO pa3OUTh HA CIEAYIONINE TPYIIIH:

Annapammuwvie cpedcmea. IT0 KOMIBIOTEPbl U HX COCTaBHBIE YaCTH
(mporieccopbl, MOHUTOPHI, TEPMUHAIBI, TIepU(EPUIHHBIE YCTPOUCTBA — MPUHTEPHI,
KOHTPOJUIEPHI, KaOeu, TMHUU CBSI3U U T.[1.);

Ilpozpammmnoe obecneuenue. 1o NpruOOPETECHHBIC TPOTPAMMBI, UCXOJTHEIE,
OOBEKTHBIE, 3arpy304YHbICe MOJYJH; OMEPANHOHHBIE CHUCTEMBl W CHUCTEMHBIC
MporpaMmbl (KOMIWJISITOPBI, KOMIIOHOBIIIUKU U JIP.), YTUJIUTHI, THATHOCTUYECKUE
MpOorpaMmsbl U T.1.;

/lannvle, XpaHuMble BpPEMEHHO W TIOCTOSHHO, HA JHCKaX, (QIIdIIKAX,
MeYaTHbIE, APXUBbI, CHCTEMHBIE KYpPHAJIbl U T.]I.;

Ilepconan. Ilonb3oBarenu, CUCTEMHBIE aJIMUHUCTPATOPbI, MPOTPAMMHUCTHI

U JIp.



OnacHble BO3JEHCTBUS Ha KOMIBIOTEPHYI0 HH(POPMALMOHHYIO CHUCTEMY
MOXHO IIOJpa3JIeIuTh Ha CIydallHble W IpeAHAMEpEeHHble. AHaIU3 ONbITa
MPOEKTUPOBAHUS, W3TOTOBIEHUA W OHKCIUTyaTallMd HH()OPMAMOHHBIX CHCTEM
MOKa3blBa€T, YTO MH(pOpMalUsg TMOJABEPraercss Ppa3IUYHbIM  CIy4ailHbIM
BO3JECHUCTBUAM Ha BCEX dTamax LMKIIA XKU3HU cucreMsl. [IpuunHamMu ciay4anHbIX
BO3JIEUCTBUI MPU IKCILTYyaTALIMH MOTYT OBITh:

o aBapuiiHblE CHUTyalluM H3-32 CTUXUUHBIX OC€ACTBUH U  OTKIIOYEHHI
AJIEKTPOIIUTAHHUS;

e OTKa3bl U COOM amnmaparypbl;

e OIMOKH B MPOrPaMMHOM 00€CIEUEHUU;

o OowHOKMU B paboTe NepcoHana;

e IIOMEXHU B JIMHUAX CBA3U U3-3a BO3JICUCTBUI BHEIIHEN CPEJIBI.

IIpenHamepeHHble BO3IEHCTBUSI — DTO IICJICHANIPABICHHBIC JCHCTBUSA
HapyIIuTesa. B kauecTBe HApYIIUTENSI MOTYT BBICTYIIATh CITYXKAIIIMH, ITOCETUTEIb,
KOHKYPCHT, HaeMHHUK. JICHCTBUS HapyIIMTENIs MOTYT OBbITh OOYCIIOBJICHBI
pa3HBIMU MOTHBAMMU:

e HEJOBOJBLCTBOM CITYXAIIIETO CBOCH Kaphepou;

e  B3STKOM;

e TIOOONIBITCTBOM;

e KOHKYPEHTHOU 00pbOOii;

e CTPEMJICHHEM CaMOYTBEPAMUTHLCS JF0O0H IIEHOM.

Mo7KHO COCTABUTH TMNOTETHYECKYI0 MO/I€JIb MOTEHIHAJHLHOT0 HAPYIINTEJIS:
o  KBaJM(UKALWS HAPYIIUTESI HA YPOBHE pa3padOTUNKa JTaHHOW CHCTEMBI,

e HApyIIUTEIEM MOXET OBITh KaK IIOCTOPOHHEE IUI0, TaK W 3aKOHHBIH
TIOJIb30BATENIb CUCTEMBI;

e HApYIIUTENIO W3BECTHA HH(OPMAIIHS O TIPUHITUTIIAX PAOOTHI CHCTEMEI;

e  HApYIIUTEIh BEIOMpACT HamboJIee ci1aboe 3BEHO B 3aIUTE.

Haubonee pacnpocTpaHeHHBIM U MHOTOOOPA3HBIM BHJIOM KOMIIBIOTEPHBIX
HApYLICHUN SBJIAETCS HECAHKIIMOHMUPOBAHHBIA JOCTyI. HecaHKIMOHMPOBAHHBIN
JOCTYIl HCIIONB3yeT 00y OIMMOKY B CHCTEME 3alllUThI M BO3MOXKEH IPHU
HEpalMOHAJIbHOM BBIOOpPE CPENCTB 3alMThl, UX HEKOPPEKTHOW YCTAHOBKE U
HACTPOUKE.

[IpoBenem kitaccuuKanuio KaHAJIOB HECAHKIIMOHUPOBAHHOTO JOCTYTIA, TIO
KOTOPbIM MOXHO OCYIIECTBUTh XHWILIECHUE, HW3MEHEHHE WIM YHUYTOKECHUE
uHbOpMaITIH:

Yepes uenoseka:

e  XUIIEHUE HOCUTENEU UHPOpMAIUY;

e 4YTEHHE MH(POPMAIIUU C IKPaHA WIH KIABUATYPHI,
e YTECHHE HHPOPMAIIUH U3 PACTICUATKH.

Yepes npozpammy:

e IIEpEXBAT MapoJICi;

o JnemudpoBka 3amuppoBaHHON HH(DOpMaLINY;

e KOMMpOBaHUE MH(POPMALIMU C HOCUTEIS.



Yepes annapamypy:

o TMOJAKJIIOYEHHE  CHELHMATBHO  pa3pabOTaHHBIX  allapaTHBIX  CPENCTB,
00ecneynBaroIluX A0CTy K HH(OpMaIuy;

o IepexBaT MOOOYHBIX ANEKTPOMATHUTHBIX M3IYyYEHUN OT ammapaTypbl, JUHHUMA
CBA3U, CETEU DJIEKTPONUTAHHUS U T.[I.

Oco060 crenyer OCTaHOBUTHCSA HA Yrpo3ax, KOTOPBIM MOTYT IOABEPIraThCs
KOMIIbIOTEpHbIE ceTu. OCHOBHasi OCOOEHHOCTh JIO0OM KOMIBIOTEPHOW CeTH
COCTOUT B TOM, YTO €€ KOMIIOHEHTBI pacIpeiesneHbl B IpocTpaHcTBE. CBS3b
MEXIY y3J1aMU CETH OCYIIECTBIISAETCS (PU3NUECKH C MMOMOILbIO CETEBBIX JMHUMN U
OpOrpaMMHO C TOMONIbI0 MexaHu3zMa cooOuieHuil. [Ipu 3TOoM ympassionue
COOOIICHHS U JIaHHbIE, MepechuIaeMble MEXAY y3J1aMHU CETH, NMEePEJaloTCs B BHUJIE
nakeroB oOMeHa. KommbploTepHblEe CETH XapaKTepHbl TEM, 4YTO MNPOTHUB HHUX
OPEANPUHUMAIOT TaK Ha3bIBAEMbIE YJaJeHHble aTaku. Hapymurenp MOXKeT
HaXOAUTBhCS 3a THICSYM KUJIOMETPOB OT aTaKyeMoro oOBbeKTa, MpU 3TOM
HaIaJICHUI0 MOKET NOABEPraTbCsi HE TOJBKO KOHKPETHBI KOMIBIOTEP, HO H
uH(oOpMaIKs, MepearoIascs M0 CeTEBbIM KaHalaM CBSI3H.

Obecneuenne HHPOPMALMOHHOM 0€30IACHOCTH

dopmupoBaHue pexuma WHOOPMAIMOHHONW O€30MacHOCTH — MpodiieMa
KOMIUIEKCHasi. Mephl 10 €€ PEelIeHNI0 MOKHO TMOAPA3ACIUTh Ha MSATh YPOBHEM:
1. 3akonooamenwvnwiit - IT0 3aKOHBI, HOPMATUBHBIE aKThl, CTAHIAPTHI U T.II.

HopmatuBHo-mipaBoBas 0a3a ornpeaensonas Nopsa0K 3aluuThl HHQOpMaIuu:

2. Mopanbno-smuueckuii. BceBO3MOXXHbIE HOPMBI TOBEACHUS, HECOOIIOACHHUE
KOTOPBIX BEAET K NAJCHUIO IMPECTU)KAa KOHKPETHOIO YEJIOBEKa WIH LEI0M
OpraHU3aluu.

3. Aomunucmpamuenotii. JlevictBus oOIIero xapakTepa, MpealpuHIMacMbIe
PYKOBOJICTBOM OpraHu3aluu. TaKuMH TOKYMEHTAMH MOTYT OBITh:

e TMIPUKa3 PYKOBOAWUTEIS O HAa3HAYCHUM OTBETCTBEHHOTO 3a oOecredyeHue
nH(OPMAITMOHHON 0€30TaCHOCTH;

e JIOJDKHOCTHBIE 00s13aHHOCTH OTBETCTBEHHOTO 3a obecrnieueHne
nH()OPMAITMOHHON 0€30MaCHOCTH;

e TIEpPEYCHD 3aAIIMIIAEMbIX HHPOPMAIIMOHHBIX PECYPCOB U 0a3 TaHHBIX;

e UHCTPYKIMIO, OMPEACISIONIYI0 TOPSI0K MpPEeNoCTaBiIeHUs WHGOpMAINH
CTOPOHHUM OpraHU3alUsSIM IO UX 3alpocaM, a TaKke IO MpaBaMm JOCTymna K Hel
COTPYIHUKOB OpraHU3aIUU.

4.  @u3uueckuii. MexaHuyeckue, DBJIEKTPO- M AIEKTPOHHO-MEXaHUYECKHUE
NPEnATCTBUSL HAa  BO3MOXHBIX MYTAX MPOHUKHOBEHUS  MOTEHIUAJIbHBIX
HapYLINUTEIICH.

5. Annapammno-npozpammustii (3NEKTPOHHBIE YCTPOICTBA U  CHEIUAJIbHbBIC
MpOrpaMMbl 3alIUThl UHPOPMAITUN ).

[TpunaTbie Mepbl IO co3AaHuI0 0e30MacHON HHPOPMALIMOHHONW CUCTEMBI B IIIKOJIE:



o OO0ecrnieyeHa 3amMTa KOMIIBIOTEPOB OT BHELIHUX HECAHKIMOHUPOBAHHBIX
BO3JICUCTBUI (KOMIIBIOTEPHBIE BUPYCHI, JOTHYECKUE OOMOBI, aTaKh XaKepOB U T.
1)

e VYCTaHOBJEH CTPOTHM KOHTPOJb 3a DJICKTPOHHOM TMOYTOM, obecnedyeH
IIOCTOSIHHBIN KOHTPOJIb 32 BXOJALIEH U UCXOIALIEN KOPPECIIOHICHIIUEH.

o YCTaHOBJIEHBI COOTBETCTBYIOLIME MTApOJIM Ha niepcoHanbHble 11K.

o MHcnonb3oBaHbl KOHTEHT-QUIBTPHI, Uil (UIBTPALMK CANUTOB MO UX
COZIEPKUMOMY.

Enunas  COBOKYMHOCTH  BCE€X  ATUX  Mep, HampaBJICHHBIX  Ha
MPOTUBOJICUCTBUE yrpo3aM O€30MaCHOCTH C IMEJbI0 CBEACHUS K MUHHUMYMY
BO3MOXKHOCTH yliep6a, 00pa3yroT CUCTEMY 3aIIUTHI.

CrnenuanucThl, HWMCIOIIME OTHOIICHHE K CHCTEME 3allMThl JIOKHBI
MOJIHOCTBIO TMPEJCTABISATh ce0e MPUHIUIBI €¢ (YHKIIMOHUPOBAHUS M B CiIydyae
BO3HUKHOBEHUS 3aTPYJHUTEIIBHBIX CUTyallMd aJIeKBaTHO HAa HUX PEarupoBaTh.
[Tox 3amuTol HOKHA HAXOAUTHLCS BCSl cUcTeMa 00pabOTKK HH(pOpMAITUH.

.HI/IIIa, 3aHUMArOmuecCs obecrieueHruEM HH(i)OpMElIIHOHHOfI 6630HaCHOCTI/I,
HOJDKHBI HCCTH JIMYHYIO OTBECTCTBCHHOCTD.

HanexHast cucteMa 3aIuThl JOJKHA OBITh IMOJHOCTBIO MPOTECTUPOBAHA U
corjlacoBaHa. 3amura CTaHOBUTCS Oosee 3¢h(eKkTHuBHOM M THOKOM, eciau OHa
JOITyCKaeT M3MEHEHHE CBOMX MapaMeTPOB CO CTOPOHBI aIMUHUCTPATOPA.

PexomeHnanum no opranu3anuu padoTsl B MHPOPMANMOHHOM NPOCTPAHCTBE

1. Ilepen HavyamoM paboOTHl HEOOXOIUMO YETKO C(POPMYITUPOBATH IIENIb U BOTPOC
noucka HHGOPMAIIUH.

2. XKenarenpHO BBIPAOOTaTh ONTHUMAJIBHBIA aNTOPUTM MOMCKAa HHPOpMAlUU B
cetn MHTEpHET, 4TO 3HAYUTENBHO COKPATUT BPEMs W CHJIbI, 3aTPAayCHHbIE Ha
IIOUCK.

3. 3apaHee yYCTaHOBUTh BpEMEHHBIH JUMHUT (2-3 d4aca) paboTel B
nH(OPMAITMOHHOM MPOCTPAHCTBE (IIPOCMOTP TeNenepeaaun, yrenne, HTepHeT).

4. Bo Bpemsi paboThl HEOOXOAMMO JeNaTh MepephiB Ha 5-10 MUHYT a7l CHATHS
(u3MUECKOTo HAMPSKEHUS U 3pUTEIHHON HArPYy3KHU.

5. Heob6xonumo 3HaTh 3-4 yrpaxXHEHUs AJI CHSTHUS 3PUTEIIBHOTO HAMPSKEHUS U
duznuecKon ycTamocTH.

6. PaboTaTh B XOpOILIO MPOBETPEHHOM MOMEUIEHUHU, NPU ONTUMAIBHOM
OCBEIIICHUH U B yI00HOM 1MO3e€.

7. He cTOUT JIETKOMBICIEHHO OOpallaTthCcsi CO CaM-MMCbMaMu U 3aXOAUTh Ha
HeOe3omacHble BeO-cailThl. J{J11 MHTEPHET-NIPECTYITHUKOB Bbl CTAHOBUTECH JIETKOM
n00bIYEH.



8. Ilpu peructpanuy B COIMANIbHBIX CETIX, HE YKA3bIBAUTE CBOW NEPCOHAIBHBIC
JaHHbIE, HAIIPUMED: aAPEC WU JCHb POKJICHUSI.

9. He ucnosib3yiTe B JOTHHE WX [TAPOJIE IEPCOHAIBHBIC TAHHBIC.

10. Bce 3T0 mO3BOJSET MHTEPHET-IPECTYNHUKAM ITOJYYNTh JAHHBIE JOCTyIa K
aKKayHTaM 3JIEKTPOHHOM MOYTHI, a Takxke HHPuIupoBath nomamHue IIK s
BKJIFOUEHHUSI MX B OOT-CETh WJIU JJIs MOXUILEHHUS] OAaHKOBCKUX JIaHHBIX POJUTENEH.

11. Cozpaiite coOCTBeHHBIM NPOPWIL HA KOMIBIOTEpE, YTOOBI 00E30MAaACUTh
UH(OPMAIUIO, XPAHALIYIOCS HA HEM.

12. He 3a0wiBaiiTe, yTOo (hakThl, O KOTOPBHIX Bl y3Haere B VIHTepHETe, HYX HO
OYEHb XOPOILIO MPOBEPUTH, €CIIM BbIOYJETE UCMOIB30BATh UX B CBOCH JOMAaIIHEH
pabore. llenecooOpa3HO CpaBHUTH TPU MCTOUYHHMKA WMHGOPMALMH, MPEXKAE YEM
pELINTh, KAKUM UCTOYHHUKAM MOYKHO JOBEPSTH.

13. O pgoctroBepHOCcTH HHGOPMAIIMU, TTOMEIICHHOW Ha CaiiTeé MOXXHO CYAHUTH TIO
caMoMy CaiTy, y3HaB 00 aBTOpax caiTa.

14. Pazmemas nadopmanuio o cede, CBOMX OJIM3KHUX W 3HAKOMBIX Ha CTPaHMIIAX
COITMAIBHBIX CETEH, CIIPOCHUTE MPEABAPUTEILHO pa3pelieHrue y TeX, 0 KoM OyaeT
sTa UHPOpMAILIHS.

15. He cnenyer pa3memniaTh Ha cTpaHulax BeO-cailToB cBou ¢oTorpaduu u
dotorpadun cBouMx OJNM3KUX U 3HAKOMBIX, 32 KOTOpbIE BaM IOTOM MOXET OBITh
CTBIJTHO.

16. CoOmomaiite mnpaBuiia STUKM Ipu oOmeHun B VHTepHere: TpyOOCThH
IPOBOIUPYET APYTUX HA TAKOE K€ MOBEICHHUE.

17. Wcnonp3ys B cBoeli paboTe MaTepuas, B3SIThIM W3 HHGOPMAIIMOHHOTO
UCTOYHMKA (KHUTa, MEepUoAUYEcKasl medarb, VIHTEpHET), CleAyeT yKa3aTb 3TOT
UCTOYHUK MH(OpMAIUU WK CAENIaTh HA HETO CCBUIKY, €CITU MaTepual ObUT BaMH
nepepaboTaH.



